Dlessantdale School District 107

Acceptable Use Policy for Students and Parents

Acceptable Use Policy for the District’s Electronic Network

School District 107 believes that the District’s Electronic Network (its computers, it local and/or wide
area network, and access to the Internet through its computers or local and/or wide area network)
offers resources and opportunities for learning and preparing our students for the future. The
educational purpose of the District’s Electronic Network is to assist with the gathering and
exchanging of information related to District curriculum and educational programs and activities.
Using the District’s Electronic Network effectively enriches the classroom experience.

Copyright and Fair Use
All use of materials in District 107 must honor and abide by the Copyright and Fair Use Guidelines
for Educational Multimedia. These guidelines may reviewed at:

http://www.utsystem.edu/OGC/IntellectualProperty/ccmcguid.htm

Privilege
The use of the District’s Electronic Network is a privilege, not a right, and inappropriate use may lead

to access privileges being revoked, school disciplinary action, and/or appropriate legal action.

Inappropriate Use
Based upon the Netiquette guidelines in this policy, the staff will deem what is inappropriate use.

Netiquette
The use of the District’s Electronic Network must be in support of and consistent with the mission

and educational objectives of the District and the generally accepted rule of network etiquette,

"netiquette”. These include, but are not limited to, the following:

e Be polite.

e Use appropriate language.

e Use time efficiently and plan ahead.

e Keep personal name, addresses, phone numbers, and other personal identifying information
confidential.

e Treat all communication and information accessible via the District’s Electronic Network as
private property.

e Do not download from the District’s Electronic Network without teacher permission.

e Do not access or send data that is racist, sexist, inflammatory, abusive, obscene, vulgar,
threatening or in any way inconsistent with the District’s code of conduct, and report it promptly
if you receive such data.

e Do not access, use, or possess any material that constitutes or furthers academic fraud, plagiarism,
or forgery.

e Transmission of any material in violation of any U.S. or State law or regulation is prohibited. This
includes, but is not limited to, illegal activities, copyrighted material, threatening or obscene
materials, or material protected by trade secret. Messages relating to, or in support of,
inappropriate activities will be reported to the relevant authorities and may result in discipline, up
to and including expulsion.
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Security
Security on any computer system is a high priority. Only authorized accounts may be used. Any

attempt to log onto the District’s Electronic Network as another user or using a private account will
result in disciplinary action as described in the privilege section. Computer accounts, passwords and
other types of authorization that are assigned to individual users will not be shared with others in
order to maintain confidentiality.

Password guidelines include:

e Students may not give passwords to anyone or allow anyone else to access their account.

e Students may not use anyone else's password.

e Students are responsible for all activity relating to their account.

Email and Social Networking Guidelines

e Students are not allowed to reveal identifiable information or establish relationships on the
District’s Electronic Network unless a teacher has coordinated the communication.

e The District will not create personal email accounts for students.

e Students may not use personal email at school.

e Students are not allowed to individually access social networking sites, chat rooms, bulletin
boards, podcasts, instant messaging, etc., without permission from and monitoring by school staff.

e Students are not allowed to make audio or video recordings of another student or staff member
without his or her permission.

Off Campus Email and Social Networking Guidelines

Social networking sites include but are not limited to MySpace, FaceBook, and Xanga. Users of such
sites have little control over the content that “friends” post on their site because these sites are in the
public domain. With this in mind, no student or parent shall create or maintain a public electronic
presence that in any way links to or publicizes Pleasantdale School District 107.

The following guidelines apply:

e Pleasantdale families/students may not use District information such as logos, official seals, or
photographs.

e Pleasantdale families/students may not link their personal website to Pleasantdale School District
107 website.

e Pleasantdale families/students may not post inappropriate photographs or content containing any
form of Pleasantdale School District 107 identification.

e Pleasantdale families/students may not post inappropriate or harassing content, including blogs or
online journaling, linking them in any way to Pleasantdale School District 107.

The District reserves the right to apply disciplinary consequences for computer-related activities
conducted off campus if such activity adversely affects or interrupts classroom instruction, District
operations, or the safety or well being of students and staff or other members of our community, or
constitutes behavior embarrassing to the school. Adults who violate this policy will be reported to the
appropriate authorities.

Classroom Technology Use

e Students may only use classroom technological resources for educational purposes with the
permission of the classroom teacher.

e No personal software may be installed.
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Vandalism

For purposes of this Policy, vandalism is defined as any malicious attempt to harm or destroy any part
of the Electronic Network, including the data of any other user. Vandalism will result in disciplinary
action as described in the privilege section.

Privacy
Any electronic communications or files created on, stored on, or sent to, from, or via the District’s

Electronic Network are the property of the District. Consequently, users do not have any expectation
of privacy with respect to such communications and files. Use of the District’s Electronic Network to
create, store, send, receive, view, or access any electronic communication or other file constitutes
consent by the user for the District to access and review such files and to turn them over to the
appropriate authorities if appropriate.

Responsibilities
Effective use of the Internet becomes a joint commitment for all users. The following list reflects
shared responsibilities.

The District will:

Ensure that each district computer with Internet access shall have a filtering device that blocks entry
to visual depictions that are (1) obscene (2) pornographic, or (3) harmful or inappropriate for
students, as defined by the Children's Internet Protection Act and as determined by the Superintendent
or designee. The Superintendent or designee shall enforce the use of such filtering devices. An
administrator, supervisor, or other authorized person may disable the filtering device for bona fide
research or other lawful purposes provided the person receives prior permission from the
Superintendent or system administrator.

The District shall monitor the use of the computer network by students and any other minor users to
ensure compliance with this policy and any other terms or conditions of Electronic Network access
imposed under administrative regulations.

The Superintendent or designee shall include measures in this policy's implementation plan that:
Prohibit student access to inappropriate matter as well as restricting access to harmful materials;
Assure student safety and security through direct supervision;

Prohibit unauthorized access, including "hacking" and other unlawful activities; and

Prohibit unauthorized disclosure, use and dissemination of personal identification information.

Parents/Guardians will:

e Read and abide by the terms and conditions stated in the Acceptable Use Policy.

e Talk to their children about setting up family guidelines for using the District’s Electronic
Network

e Accept full responsibility for supervision of students’ use of the Internet while not in school.

e Monitor materials generated at home to determine appropriateness for the school setting.

Students will:
e Read and abide by the terms and conditions stated in the Acceptable Use Policy.
e Report any incident or information that violates this policy.
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Application for Internet Use:

All District 107 students who use the District’s Electronic Network and their parent/guardian must
complete the following form. Both students and their parent/guardian MUST sign and return this
completed form.

Student Contract For Internet Use:

I have read the Acceptable Use Policy and will abide by the terms and conditions stated. | further
understand that any violation may lead to my access privileges being revoked, school disciplinary
action, and/or appropriate legal action.

Student Name (please print):

Grade in 2011-12;

Student Signature:

Date:

Parent or Guardian:

As the parent or guardian of this student, | have read the terms and conditions stated in the acceptable
use policy. | recognize it is impossible for District 107 to restrict access to all controversial materials,
and I will not hold District 107 or its employees responsible for materials acquired on the District’s
Electronic Network. Further, | accept full responsibility for supervision of my students’ use of the
Internet while not in school. | hereby give my permission for my child to use the District’s Electronic
Network at school.

Parent or Guardian Name (please print):

Signature:

Date:

Daytime Phone:

Evening Phone:
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